Huawei AR Series Access Routers
CLI-based Configuration Guide - Basic Configuration 11 File Management

File Management

About This Chapter

This chapter provides information about file management. This information
includes an overview, descriptions, and other details related to file management.

11.1 Overview of the File System

11.2 File Management Modes
The device supports multiple file management modes. You can choose a proper
file management mode based on service and security requirements.

11.3 Licensing Requirements and Limitations for File Management
This section provides the configuration precautions of file management.

11.4 Local File Management

You can manage the local files on the device through a console port or using
Trivial File Transfer Protocol (TFTP), File Transfer Protocol (FTP), or Secure File
Transfer Protocol (SFTP).

11.5 File Management on Other Devices
11.6 Configuration Examples for File Management
11.7 Troubleshooting System Startup

11.8 FAQ About File Management
This section describes common problems that may occur during the configuration
and their solutions.

11.1 Overview of the File System

File System

The file system manages files and directories on storage media. In the file system,
users can create, delete, modify, and rename a file or a directory, and view
contents of a file.
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Storage Medium

The ART00&AR120&AR1T50&AR160&AR200&AR1200 series, AR2201-48FE,
AR2202-48FE, AR2204-27GE, AR2204E-D-27GE, AR2204-24GE, AR2204-27GE-P,
AR2204-51GE-P, AR2204-48GE-P, AR2204E, AR2204E-D, AR2204-51GE,
AR2204-51GE-R, AR2220L-DC, AR2220L-AC and AR3670 support the flash memory
and USB flash drive. The AR2220-AC, AR2220-DC, AR2220E, AR2240C support the
flash memory, hard disk and USB flash drive. The AR2204, AR2240 and AR3260
(using SRU40, SRU60, SRU80, SRU100, SRU1T00E, SRU200E, SRU200 and SRU400)
support the flash memory, Micro SD card, and USB flash drive. The AR2240,
AR2204XE-DC and AR2204XE support the Micro SD card and USB flash drive.

(11 NOTE

e A USB flash drive is mainly used for USB-based deployment or system file loading. If the
USB flash drive contains activated system software or patch software, the USB flash
drive is a key component of the system and cannot be removed. The USB flash drive
must use the FAT32 format. Set the format to FAT32 (format the USB flash drive) before
using the USB flash drive.

e The external memory is used to store logs. Do not store software packages,
configuration files, license files, and patch files in the external memory.

Naming Rules for Files
The file name is a string of 1 to 64 characters without spaces. Only names of the
following files are case-sensitive:
e Files in the built-in storage medium on the ART00&AR120 series

e Files in the built-in storage medium on the AR161&AR169&AR161G-
L&AR161G-Lc&ART169G-L&ART69EGW-L&AR169-P-M9&AR169W-P-
M9&AR1T69RW-P-M9 of the AR160 series

e Files in the built-in storage medium on the AR1200C of the AR1200 series

e Files in the built-in storage medium on the AR2204-27GE&AR2204E-
D-27GE&AR2204-27GE-P&AR2204-51GE-P&AR2204-51GE-
R&AR2204E&AR2204E-D of the AR2200 series

e Files in the built-in storage medium on the AR3600 series
If names of files in the storage medium on the device are case-sensitive, you need
to enter case-sensitive file names when operating the files in the FTP client view
or SFTP client view.
The file name formats are as follows:
e File name

A file resides in the current working directory if the file name is in this format.
e Drive + Path + File name

This file name format uniquely identifies files in specified paths.

drive is the storage medium and is named as:

- sd1: root directory of the Micro SD card on the master SRU.

- flash: root directory of the flash memory on the master SRU.

- slave#sd1: root directory of the Micro SD card on the slave SRU.

- slave#flash: root directory of the flash memory on the slave SRU.
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(11 NOTE

Only the AR3200 series supports dual SRUs.

In the file name, path indicates the directory and subdirectory. The directory
name is case-insensitive. Spaces and the following characters cannot be used

in the directory name: ~* / \ :

Paths are either absolute or relative.

- flash:/my/test/ is an absolute path.

- [selftest/ is related to the root directory and indicates the selftest
directory in the root directory.

- selftest/ is related to the current working directory and indicates the

selftest directory in the current working directory.

For example, in the dir flash:/my/test/mytest.txt command, flash:/my/test/
is an absolute path.

Run the dir test/mytest.txt command to find the mytest.txt file from a
directory related to the current working directory (flash:/my/ for example).

(10 NOTE

11.2 File Management Modes

In the file operation command format, filename indicates the file name.

In the file operation command format, directory indicates the path (drive + path).

The device supports multiple file management modes. You can choose a proper
file management mode based on service and security requirements.

Users can log in to a device or use the File Transfer Protocol (FTP), Trivial File
Transfer Protocol (TFTP), or Secure File Transfer Protocol (SFTP) mode to manage

files.

Table 11-1 describes file management modes and their advantages and
disadvantages.

Table 11-1 File management modes

Mode

Usage Scenario

Advantage

Disadvantage

Log in to
the
device

In the scenario of
managing storage
media, directories,
and files, log in to
the device through
the console port,
Telnet, or STelnet.
This login mode is
mandatory for
storage medium
management.

You can log in to the
device directly to
manage storage
media, directories,
and files.

Only files on the
local device can be
managed. File
transfer is not
supported.
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Usage Scenario

Advantage

Disadvantage

FTP

The FTP mode is
applicable to the file
transfer scenario
with low network
security
requirements. The
FTP mode is widely
used in version
upgrade.

e The FTP mode is
easy to configure
and supports file
transfer and
operations on
directories.

e The FTP mode
supports file
transfer between
two file systems.

e The authorization
and
authentication
functions are
provided.

In FTP mode, data is
transmitted in plain
text, causing security
risks.

TFTP

On the LAN, the
TFTP mode can be
used to load or
upgrade versions
online. The TFTP
mode is applicable to
the environment
without complicated
interactions between
a client and a server.

Compared with FTP
mode, TFTP mode
consumes less
memory usage.

e The TFTP mode
supports only file
transfer.

e In TFTP mode,
data is
transmitted in
plain text, causing
security risks, and
no authorization
or authentication
function is
provided.

SFTP

The SFTP mode is
applicable to the
scenario with high
network security
requirements. The
SFTP mode is widely
used in log
download and file
backup.

e Data is encrypted
and protected.

e The SFTP mode
supports file
transfer and
operations on
directories.

Configurations are
complicated.

The device can function as a server or client to manage files.

When the device functions as a server, you can access the device on a client to
manage files on the device and transfer files between the device and the

When the device functions as a client, you can use the device to manage files
on other devices and transfer files between the device and other devices.
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11.3 Licensing Requirements and Limitations for File
Management

This section provides the configuration precautions of file management.

Involved Network Elements

None

Licensing Requirements

File management is a basic feature of a router and is not under license control.

Feature Limitations

None

11.4 Local File Management

You can manage the local files on the device through a console port or using
Trivial File Transfer Protocol (TFTP), File Transfer Protocol (FTP), or Secure File
Transfer Protocol (SFTP).

Context

NOTICE

When downloading files to the device or performing other operations on the
device, ensure that the power supply of the device is working properly; otherwise,
the downloaded file or the file system may be damaged. As a result, the storage
medium on the device may be damaged or the device cannot be properly started.

11.4.1 Logging In to the Device to Manage Files

Pre-configuration Tasks
Before logging in to the device to manage files, complete the following tasks:

e Ensure that routes are reachable between the terminal and the device.
e Ensure that a user have logged in to the device using a terminal.

Configuration Process

After a user logs in to the device on a terminal, the user can perform operations
on storage media, directories, and files.

Users can perform the following operations in any sequence and select one or
more action items according to requirements.
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Procedure

e Perform operations on directories.

Table 11-2 Performing operations on directories

Operation

Command

Description

Display the current
directory.

pwd

Change the current
directory.

cd directory

Display files and
subdirectories in a
specified directory.

dir [ /all ] [ filename |
directory ]

Create a directory.

mkdir directory

Delete a directory.

rmdir directory

e The directory to be
deleted must be
empty.

e A deleted directory
and its files cannot be
restored from the

recycle bin.
e Perform operations on files.
Table 11-3 Performing operations on files
Operation Command Description
Display the file more [ /binary ] )
content. filename [ offset] [ all ]

e Before copying a file,
ensure that the
storage space is
sufficient for the file.

Copy a file. ;c;% :;ggeﬁi;/éigﬁe e If the target file has
the same name as an
existing file, the
system prompts you
whether to overwrite
the existing file.

If the target file has the

move source-filename same name as an existing
Move a file. file, the system prompts

destination-filename

you whether to overwrite
the existing file.
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Operation

Command

Description

Rename a file.

rename old-name new-
name

Compress a file.

zip source-filename
destination-filename

Decompress a file.

unzip source-filename
destination-filename

Delete a file.

delete [ /unreserved ]
[ /force ] { filename |
devicename }

This command cannot
delete a directory.
NOTICE

In this command, /

unreserved indicates that
the file cannot be restored.

Restore a file.

undelete { filename |
devicename }

If you run the delete
command without the /
unreserved keyword, the
file is moved to the
recycle bin. You can run
this command to restore
the files in the recycle bin.

Remove a file from
the recycle bin.

reset recycle-bin
[ filename | devicename ]

To delete a file
permanently, remove the
file from the recycle bin.

Enter the system
view.

system-view

Execute batch files.

execute batch-filename

To perform multiple
operations at one time,
run the execute batch-
filename command in the
system view. The batch
files must be stored in the
storage medium first.

Perform operations on storage media.

- When the file system fault cannot be rectified or the data on the storage
medium is unnecessary, you can format the storage medium.

NOTICE

When a storage medium is formatted, data on the storage medium is
cleared and cannot be restored. Therefore, exercise caution when you
format a storage medium.

- When a storage medium is not required, remove it safely to prevent files
on the device from being damaged.
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Table 11-4 Performing operations on storage media

Operation Command Description
If the storage medium is
Format a storage . still unavailable after it is
. format drive .
medium. formatted, a physical

exception occurs.

Run this command to
remove a storage medium
remove drive safely to ensure that files
stored in the device are not
damaged.

Remove a storage
medium.

e Configure the notification mode of the file system.

When a user performs operations that may cause data loss or damage on a
device, the system generates notifications or alarms. Users can configure the
notification mode of the file system.

Table 11-5 Configuring the notification mode of the file system

Operation Command Description

Enter the system

. system-view -
view.

The default notification
mode is alert.

NOTICE
Configure the If the notification mode is set
e file prompt { alert | to quiet, the system does not
notification mode quiet } provide notifications when
of the file system. data is lost caused by user

misoperations such as
deleting files. Therefore, this
notification mode must be
used with caution.

--—-End

11.4.2 Managing Files When the Device Functions as a TFTP
Server

Users can use the TFTP protocol to manage files, for example, performing version
upgrade.

Pre-configuration Tasks
Before managing files using TFTP, complete the following task:

e Configure reachable routes between the TFTP server and TFTP client.
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Configuration Process
(11 NOTE

The TFTP protocol has security risks; therefore, SFTPv2 is recommended for file

management.

Table 11-6 describes the configuration process for managing files using TFTP.

Table 11-6 Managing files using TFTP

No. Task

Description

Remarks

Configuring the TFTP
1 Server Function and
Related Parameters

Enable the TFTP
server function and
configure the
following
parameters: port
number, working
directory, and packet
timeout period.

Uploading or

2 Downloading Files

Using TFTP

Access the device
from a TFTP client.

Procedure

e Configure the TFTP server function and related parameters.

Table 11-7 Configuring the TFTP server function and related parameters

Procedure

Command

Description

Enter the system
view.

system-view -
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Procedure

Command

Description

(Optional)
Configure a port
number for the
TFTP server.

tftp server port port-

number

By default, the port number
of the TFTP server is 69.

NOTE

Ensure that the TFTP service is
disabled before you run this
command. If the TFTP service
is enabled, the port number of
the TFTP server cannot be
changed. Run the undo tftp
server enable command first
to disable the TFTP service and
then change the port number.

When the port number of the
TFTP server is 69, a TFTP client
can connect to the TFTP server
without the need to specify a
port number. When the port
number of the TFTP server is
not 69, you need to specify a
port number for the TFTP
client before it can connect to
the TFTP server, and the
specified client port number
must be the same as the
server port number.

(Optional)
Configure a
packet timeout

tftp server timeout

By default, the packet
timeout period of a TFTP
server is 5 seconds.

The TFTP server will resend
a packet if it does not
receive any response within

. timeout-second . X .
period for the the specified timeout period.
TFTP server. If the packet times out three

times, the TFTP server
disconnects the TFTP
connection.
Configure a .
Workigr]\g directory | set default tftp- By default, no working

for the TFTP
server.

directory directory

directory is configured for
the TFTP server.
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Procedure Command Description

By default, the TFTP server
function is disabled.

Configure a working
directory for the TFTP server
before you run this

Enable the TFTP | " command.

server function. p server enabte NOTE

After file operations between
the client and device are
complete, run the undo tftp
server enable command to
disable the TFTP server
function in a timely manner to
protect device security.

e Upload or download files using TFTP.

-  The device can communicate with a terminal that functions as the TFTP
client. In this case, install and run TFTP software on the terminal before
performing TFTP operations. For details on how to use TFTP software, see
the help document of the third-party TFTP software.

- The device can communicate with another device that functions as the
TFTP client. In this case, you can run the following commands on the

TFTP client.
Procedur Command Description
e

Run the tftp [ -a source-ip-address | -i | Select one of them based
interface-type interface- on the address type.

TFTP p . _ _

command number ] .ttp-server[ public- | e get: download files.

to net | vpn-instance vpn- e put: upload files.
instance-name] { get | put }

manage . L NOTE

. source-filename [ destination-

files. . You cannot access a TFTP
filename ] client with an IPv6 address.

----End

Verifying the Configuration

e Run the display tftp-server status command to check the TFTP server
information.

11.4.3 Managing Files When the Device Functions as an FTP
Server

Users can connect the local terminal to a remote device to manage files using FTP.
FTP is widely used for file service operations such as version upgrade.
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Pre-configuration Tasks
Before connecting to the FTP server to manage files, complete the following tasks:

e Ensure that routes are reachable between the terminal and the device.
e Ensure that the terminal functions as the FTP client.

Configuration Process
{10 NOTE
The FTP protocol will bring risk to device security. The SFTPv2 mode is recommended.
Table 11-8 describes the procedure for managing files when the device functions

as an FTP server.

Table 11-8 Managing files when the device functions as an FTP server

No. Task Description Remarks
Configure FTP server
Set FTP server parameters including | The three step; can
1 arameters the port number, be performed in any
P source address, and sequence.
timeout duration.
Configure local FTP
Configure local FTP user |r_1format|on ' The three step; can
2 . . including the service | be performed in any
user information
type, user level, and | sequence.
authorized directory.
Configure the ACL
3 (Optional) Configure rule and FTP basic E:e 2?;5?;2??;2:
the FTP ACL ACL to improve FTP P y
X sequence.
access security.
Connect to the device Con.nect t.o the
4 . device using FTP -
using FTP f -
rom the terminal.

Default Parameter Settings

Table 11-9 Default parameter settings

Parameter Default Value
FTP server function Disabled
Listening port number 21

FTP user No local user is created.
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Procedure
e Set FTP server parameters.

Table 11-10 Setting FTP server parameters

Operation Command Description
Enter the system .
. system-view -
view.
The default port number is
21.
If a new port number is
configured, the FTP server
(Optional) disconnects from all FTP
Specify a port ftp [ ipv6 ] server port | clients and uses the new
number for the port-number port number to listen to
FTP server. connection requests.
Attackers do not know the
port number and cannot
access the listening port of
the FTP server.
Enable the FTP ftp [ ipv6 ] server By default, the FTP server
server function. enable function is disabled.
After the source address of
the FTP server is configured,
incoming and outgoing
(Optional) ftp server-source { -a packets are filtered,
Configure the source-ip-address | -i ensuring the device security.
source address of | interface-type interface- | After the source address of
the FTP server. number } the FTP server is configured,
you must enter the source
address to log in to the FTP
server.
By default, the idle timeout
duration is 30 minutes.
(Optional) During the timeout
Configure the ftp [ ipv6 ] timeout duration, if no operation is
timeout duration | minutes performed on the FTP
of the FTP server. server, the FTP client
disconnects from the FTP
server automatically.
(Optional)
fSpeafy physical ftp server pgrmlt By default, clients can
interfaces on the | interface { /nterface- .
. connect to all the physical
FTP server to type interface-number} | .
. . interfaces on the FTP server.
which clients can | &<1-5>
connect.
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(11 NOTE

e If the FTP service is enabled, the port number of the FTP service cannot be
changed. To change the port number, run the undo ftp [ ipv6 ] server command
to disable the FTP service first.

e After operations on files are complete, run the undo ftp [ ipv6 ] server to disable
the FTP server function to ensure the device security.

Configure local FTP user information.

Before performing operations on files using FTP, configure the local user name
and password, service type, and authorized directory on the FTP server.

Table 11-11 Configuring local FTP user information

Operation

Command

Description

Enter the system
view.

system-view

Enter the AAA
view.

daa

Configure the
local user name
and password.

local-user user-name
password irreversible-
cipher password

Configure the
local user level.

local-user user-name
privilege level /level

NOTE
The user level must be set to
3 or higher to ensure
successful connection
establishment.

Configure the
service type for
local users.

local-user user-name
service-type ftp

By default, a local user can
use any access type.

Configure an
authorized
directory.

local-user user-name ftp-
directory directory

By default, the FTP
directory of a local user is
empty.

When multiple FTP users
use the same authorized
directory, you can use the
set default ftp-directory
directory command to
configure a default
directory for these FTP
users. In this case, you do
not need run the local-
user user-name ftp-
directory directory
command to configure an
authorized directory for
each user.

(Optional) Configure an ACL for the FTP server.
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An ACL is composed of a list of rules such as the source address, destination
address, and port number of packets. ACL rules are used to classify packets.
After these rules are applied to routing devices, the routing devices determine
the packets to be received and rejected.

Users can configure a basic ACL to allow only specified clients to connect to
the FTP server.
The ACL rules are as follows:

- When permit is used in the ACL rule, devices that match the ACL rule can
establish an FTP connection with the local device.

- When deny is used in the ACL rule, devices that match the ACL rule
cannot establish FTP connections with the local device.

- When the ACL rule is configured but packets from devices do not match
the rule, other devices cannot establish FTP connections with the local
device.

- When the ACL contains no rule, any device can establish FTP connections
with the local device.

Table 11-12 (Optional) Configuring an ACL for the FTP server

Operation Command Description

Enter the system .
system-view -

view.

NOTE
Enter the ACL acl [ number ] acl-number | FTP supports only basic
view. ACLs (2000-2999).

rule [ rule-id] { deny |
permit } [ source { source-
address source-wildcard |
Configure the ACL | any } | vpn-instance vpn-
rule. instance-name |

[ fragment | none-first-
fragment ] | logging |
time-range time-namel”

Return to the

system view. quit )

Configure a basic
ACL for the FTP ftp [ ipv6 ] acl acl-number | -
server.

Connect to the device using FTP.

Users can use the Windows CLI or third-party software to connect to the
device from a terminal using FTP. The following describes how to connect to
the device using commands in the Windows CLI:

- Run the ftp /jp-address command to connect to the device using FTP.

In the preceding command, jp-address indicates the IP address configured
on the device. Routes between the terminal and the device are reachable.
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- Enter the user name and password as prompted and press Enter. If
command prompt ftp> is displayed in the FTP client view, the user
accesses the working directory on the FTP server. (The following
information is only for reference.)

C:\Windows\System32> ftp 192.168.150.208
Connected to 192.168.150.208.

220 FTP service ready.
User(192.168.150.208:(none)):huawei

331 Password required for huawei.
Password:

230 User logged in.

ftp>

e Run FTP commands to perform file-related operations.

After connecting to the FTP server, users can run FTP commands to perform
file-related operations including performing operations on directories and
files, configuring the file transfer mode, and viewing the online help about
FTP commands.

L] NOTE
User rights are configured on the FTP server.

Users can perform the following operations in any sequence.

Table 11-13 Running FTP commands to perform file-related operations

Operation Command Description
Change the
working .
directory on the cd remote-directory -
server.
Change the -
current working cdu
directory to its P
parent directory.
Display the -
working wd
directory on the P
server.
Displav or The led command displays the
pay local working directory on the
change the local led . .
working cd [ local-directory ] cl'lent, and the pvyd co_mmand
di displays the working directory
irectory.
on the remote server.
Create a The directory name can consist
. . . of letters and digits. The
directory on the | mkdir remote-directory : ;
following special characters
server.
are not supported: <> ?\:
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Operation Command Description
Delete a
directory from rmdir remote-directory | -
the server.

e The ls command displays
only the directory or file
name, and the dir

. command displays detailed
Display directory or file information
:—ESLT?;;O” dir/ls [ remote- such as name, size, and

- filename [ local- date when the directory or
specified file is created.

directory or file
on the server.

filename] ]

e If no directory is specified in
the command, the system
searches for the file in
user's authorized
directories.

Delete a file
from the server.

delete remote-filename

Upload a file.

put local-filename
[ remote-filename ]

Download a file.

get remote-filename
[ local-filename ]

Set the file Select one of them.
transfer mode asci e The default file transfer
to ASCII. mode is ASCII.
e The ASCIl mode is used to
Set the file tr'ansfer text flles, and the
. binary mode is used to
transfer mode binary
to Binar transfer programs, system
Y. software, and database
files.
Set the data
transmission .
passive
mode to Select one of them.
passive.

Set the data
transmission
mode to active.

undo passive

The default data transmission
mode is active.

View the online
help about FTP
commands.

remotehelp
[ command ]
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Operation Command Description
After the verbose function is
Enable the
enabled, all FTP response
verbose verbose .
: messages are displayed on the
function.

FTP client.

e (Optional) Change the login user.

The current user can switch to another user in the FTP client view. The new
FTP connection is the same as that established by running the ftp command.

Operation

Command

Description

Change the current
user in the FTP client

view.

user user-name
[ password ]

When the login user is
switched to another
user, the original user is
disconnected from the
FTP server.

e Disconnect the FTP client from the FTP server.

Users can run different commands in the FTP client view to disconnect the
FTP client from the FTP server.

Operation Command Description
Disconnect the FTP
client from the FTP .
bye or quit

server and return to

the user view.

Disconnect the FTP
client from the FTP
server and return to
the FTP client view.

close or disconnect

Select one of them.

--—-End

Verifying the Configuration

e Run the display [ ipv6 ] ftp-server command to check the FTP server
configuration and status.

e Run the display ftp-users command to view information about the FTP users
who log in to the FTP server.

11.4.4 Managing Files When the Device Functions as an SFTP

Server

SFTP allows a terminal to connect to the remote device using SSH and ensures the
data transmission security.
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Pre-configuration Tasks

Before connecting to the SFTP server to manage files, complete the following

tasks:

e Ensure that routes are reachable between the terminal and the device.

e Ensure that the SSH client software has been installed on the terminal.

Configuration Process

NOTICE

The SFTPv1 protocol will bring risk to device security. The SFTPv2 mode is

recommended.

Table 11-14 describes the procedure for managing files when the device functions

as an SFTP server.

Table 11-14 Managing files when the device functions as an SFTP server

No. Task

Description

Remarks

1

Set SFTP server
parameters

e Generate a local key

pair.

Enable the SFTP
server function.

Configure the
following server
parameters:Key
exchange
algorithm;Encryption
algorithm;HMAC
algorithm;Port
number;Interval for
updating the key
pair;SSH
authentication
timeout
duration;Number of
SSH authentication
retries;Physical
interfaces on the SSH
server to which clients
can connect.

configure the SSH
server to be
compatible with
earlier SSH versions.

The three steps can
be performed in
any sequence.
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No. Task Description Remarks
2 Configure the user

Configuring the VTY
user interface for SSH
users to log in to the

authentication mode,
SSH, and other basic
attributes on the VTY

device .
user interface.
3 Configure SSH user Create an SSH user and
information set the authentication
mode on the SFTP server.
4 Connect to the device E;?]nef;et(;stnecﬂz\r?tc € )
using SFTP 9

software on the terminal.

Default Parameter Settings

Table 11-15 Default parameter settings

Parameter Default Value

SFTP server function Disabled.

Earlier versions of V200R010C10:
All key exchange algorithms.
Key exchange algorithm V200R010C10 and later versions:

dh_group_exchange_sha1 and
dh_group14_sha1.

Earlier versions of V200R010C10:
Encryption algorithms except DES-CBC
are in the encryption algorithm list of
Encryption algorithm an SSH server.

V200R010C10 and later versions:

aes128 ctr, aes192_ctr, and
aes256 ctr.

Earlier versions of V200R010C10:
All HMAC algorithms.
V200R010C10 and later versions:
sha2_256.

HMAC algorithm

Listening port number 22.

Time for updating the key pair of the 0, indicating the key pair of the server
server is never updated.

SSH authentication timeout duration 60 seconds.

Issue 14 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 308



Huawei AR Series Access Routers
CLI-based Configuration Guide - Basic Configuration

11 File Management

Parameter

Default Value

Number of SSH authentication retries 3.

SSH user

No SSH user is created.

Procedure

Set SFTP server parameters.

Table 11-16 Setting SFTP server parameters

Operation

Command

Description

Enter the system
view.

system-view

Generate the local
RSA or ECC key pair.

rsa local-key-pair
create or ecc local-
key-pair create

Run the display rsa local-
key-pair public or display
ecc local-key-pair public
command to view the public
key in the local RSA key pair.
Configure the public key on
the SSH server.
NOTE
Because a longer key pair
provides higher security, you are

advised to use key pairs of the
largest length.

Enable the SFTP
server function.

sftp server enable

By default, the SFTP server
function is disabled.
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Operation

Command

Description

(Optional)
Configure a key
exchange algorithm
list for the SSH
server.

ssh server key-
exchange

{ dh_group_exchang
e_sha1l |
dh_group14_sha1 |
dh_group1_shal}"

Earlier versions of
V200R010C10:

By default, an SSH server
supports all key exchange
algorithms.

V200R010C10 and later
versions:

By default, an SSH server
supports the following key
exchange algorithms:
dh_group_exchange_sha1
and dh_group14_sha1.

During the negotiation
process, the client and server
negotiate the key exchange
algorithm for packet
transmission. You can
perform this step to
configure a key exchange
algorithm list for the SSH
server. The server compares
the key exchange algorithm
list sent by the client with its
own key exchange algorithm
list, and selects the first key
exchange algorithm on the
client's list that matches a
key exchange algorithm on
its own list as the key
exchange algorithm for
packet transmission. If no
algorithm on the client's list
matches an algorithm on the
server's list, the negotiation
fails.
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Operation

Command

Description

(Optional)
Configure an
encryption
algorithm list for
the SSH server.

ssh server
cipher{ 3des_cbc |
aes128_cbc |
aes128 ctr |
aes192_ctr |
aes256_ctr |
blowfish_cbc |
des cbc}”

Earlier versions of
V200R010C10:

By default, encryption
algorithms except DES-CBC
are in the encryption
algorithm list of an SSH
server.

V200R010C10 and later
versions:

By default, an SSH server
supports the following
encryption algorithms:
aes128 ctr, aes192_ctr, and
aes256 ctr.

During the negotiation
process, the client and server
negotiate the encryption
algorithm for packet
transmission. You can
perform this step to
configure an encryption
algorithm list for the SSH
server. The server compares
the encryption algorithm list
sent by the client with its
own encryption algorithm
list, and selects the first
encryption algorithm on the
client's list that matches an
encryption algorithm on its
own list as the encryption
algorithm for packet
transmission. If no algorithm
on the client's list matches
an algorithm on the server's
list, the negotiation fails.
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Operation

Command

Description

(Optional)
Configure an HMAC
algorithm list for
the SSH server.

ssh server hmac
{md5 | md5_96 |
sha1l | sha1_96 |

sha2_256 |

sha2_ 256 96 } *

Earlier versions of
V200R010C10:

By default, an SSH server
supports all HMAC
algorithms.

V200R010C10 and later
versions:

By default, an SSH server
supports the sha2_256
encryption algorithms only.

During the negotiation
process, the client and server
negotiate the HMAC
algorithm for packet
transmission. You can
perform this step to
configure an HMAC
algorithm list for the SSH
server. The server compares
the HMAC algorithm list sent
by the client with its own
HMAC algorithm list, and
selects the first HMAC
algorithm on the client's list
that matches an HMAC
algorithm on its own list as
the HMAC algorithm for
packet transmission. If no
algorithm on the client's list
matches an algorithm on the
server's list, the negotiation
fails.

(Optional)
Configure the
listening port
number.

ssh server port port-
number

By default, the listening port
number is 22.

If a new port number is
configured, the SSH server
disconnects from all SSH
clients and uses the new port
number to listen to
connection requests.
Attackers do not know the
port number and cannot
access the listening port of
the SSH server.
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Operation Command Description
By default, the interval for
updating the key pair is 0.
The value 0 indicates that
. the key pair is never
(Optional)

Configure the
interval for
updating the key
pair of the server.

ssh server rekey-
interval Aours

updated.

After the interval for
updating the SSH server key
pair is set using this
command, the system will
automatically update the key
pair at intervals, which
ensures security.

(Optional)
Configure the SSH
authentication
timeout duration.

ssh server timeout
seconds

By default, the SSH
authentication timeout
duration is 60 seconds.

(Optional)
Configure the
number of SSH
authentication
retries.

ssh server
authentication-
retries times

By default, the number of
SSH authentication retries is
3.

(Optional) Enable
earlier versions to
be compatible.

ssh server
compatible-ssh1x
enable

By default, the server's
compatibility with earlier
versions is disabled.

(Optional) Specify
physical interfaces
on the SSH server
to which clients can
connect.

ssh server permit
interface { /nterface-
type interface-
number} &<1-5>

By default, clients can
connect to all the physical
interfaces on the SSH server.

When the local RSA or ECC key pair is generated, two key pairs (a server
key pair and a host key pair) are generated at the same time. Each key
pair contains a public key and a private key. The length of the two key
pairs ranges from 512 bits to 2048 bits. The default length is 2048 bits.

Configure the VTY user interface for SSH users to log in to the device.
SSH users use the VTY user interface to log in to the device using SFTP.
Attributes of the VTY user interface must be configured.

Table 11-17 Configuring the VTY user interface for SSH users to log in to the
device

Operation

Command

Description

Enter the system
view.

system-view
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Operation

Command

Description

Enter the VTY user
interface view.

user-interface vty
first-ui-number [ last-
ui-number ]

Set the
authentication
mode of the VTY
user interface to
AAA.

authentication-mode
aaa

By default, no authentication
mode is configured for the
VTY user interface.

The authentication mode of
the VTY user interface must
be set to AAA. Otherwise,
you cannot configure the
protocol inbound ssh
command and users cannot
log in to the device.

Configure a VTY
user interface that
supports SSH.

protocol inbound ssh

By default, the VTY user
interface supports SSH.

If no VTY user interface
supports SSH, users cannot
log in to the device.

Configure the user
level.

user privilege level
level

The user level must be set to
3 or higher to ensure
successful connection
establishment.

If a local user uses password
authentication, you can run
the local-user user-name
privilege level level
command to set the level of
the user to 3 or higher.

(Optional)
Configure other
attributes of the
VTY user interface.

Other attributes of the VTY
user interface are as follows:

e Maximum number of VTY
user interfaces

e Restrictions on incoming
calls and outgoing calls on
the VTY user interface

e Terminal attributes on the
VTY user interface

For details, see 9.6.1
(Optional) Configuring
Attributes for a VTY User
Interface.

Configure SSH user information.
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Configure SSH user information including the authentication mode.
Authentication modes including RSA, ECC, password, password-rsa, password-

ecc, and all are supported.

- The password-rsa authentication mode consists of the password and RSA

authentication modes.

- The password-ecc authentication mode consists of the password and ECC

authentication modes.

- The all authentication mode indicates that SSH users only need to
authenticated by ECC, password, or RSA.

- If the SSH user uses the password authentication mode, only the SSH
server needs to generate the RSA, or ECC key. If the SSH user uses the
RSA authentication mode, both the SSH server and client need to
generate the RSA, or ECC key and configure the public key of the peer

end locally.

Table 11-18 Configuring SSH user information

Operation

Command

Description

Enter the system view.

system-view

Enter the AAA view.

aaa

Create SSH users.

local-user user-name
password
irreversible-cipher
password

Configure the SSH user level.

local-user user-name
privilege level /evel

The local user
level must be set
to 3 or higher.
This operation
cannot be
performed if the
user level in the
VTY interface view
has been set to 3
or higher using
the user privilege
level /level
command.

Configure the service type for
SSH users.

local-user user-name
service-type ssh

Configure the authorized
directory for SSH users.

local-user user-name
ftp-directory
directory

By default, the
authorized
directory for an
SSH user is the
root directory of
the default
storage medium.
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Operation

Command

Description

Return to the system view.

quit

Configure the authentication

mode for SSH

users.

ssh user user-name
authentication-type
{ password | rsa |
ecc | password-rsa |
password-ecc | all }

If any one
of the
following
authenticati
on modes is
configured
for SSH
users:

rsa
ecc

password
-rsa

password
-ecc

Enter the RSA
or ECC public
key view.

rsa peer-public-key
key-name

[ encoding-type

{ der | openssh |
pem } ] or ecc peer-
public-key key-name
encoding-type { der
| openssh | pem }

Enter the public
key editing
view.

public-key-code
begin

Edit the public
key.

hex-data

The public key
must be a
hexadecimal
character string
in the public
key format
generated by
the SSH client
software. For
details, see SSH
client software
help.

Copy and paste
the RSA public
key to the
device that
functions as
the SSH server.

Exit the public
key editing
view.

public-key-code end

Return to the
system view.

peer-public-key end

Assign an RSA
or ECC public

key to an SSH
user.

ssh user user-name
assign rsa-key | ecc-
key } key-name
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Connect to the device using SFTP.

The SSH client software supporting SFTP must be installed on the terminal to
ensure that the terminal can connect to the device using SFTP to manage
files. The following describes how to connect to the device using the OpenSSH
and the Windows CLI.

- For details how to install the OpenSSH, see the OpenSSH installation
description.

- To use the OpenSSH to connect to the device using SFTP, run the
OpenSSH commands. For details about OpenSSH commands, see
OpenSSH help.

- Windows command prompt can identify commands supported by the
OpenSSH only when the OpenSSH is installed on the terminal.

Access the Windows CLI and run the commands supported by the OpenSSH
to connect to the device using SFTP to manage files.

If command prompt sftp> is displayed in the SFTP client view, the user
accesses the working directory on the SFTP server. (The following information
is only for reference.)

C:\Documents and Settings\Administrator> sftp client001@192.168.200.161
Connecting to 192.168.200.161...

The authenticity of host '192.168.200.161 (192.168.200.161)' can't be established.
RSA key fingerprint is 46:b2:8a:52:88:42:41:d4:af:8f:4a:41:d9:b8:4f.ee.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.200.161' (RSA) to the list of known hosts.

client001@192.168.200.161's password:
sftp>

Run SFTP commands to perform file-related operations.

In the SFTP client view, you can perform one or more file-related operations
listed in Table 11-19 in any sequence.

(11 NOTE

In the SFTP client view, the system does not support predictive command input.
Therefore, you must enter commands in full name.

Table 11-19 Running SFTP commands to perform file-related operations

Operation Command Description
Change the user's
current working cd [ remote-directory ] -
directory.

Change the current
working directory to | cdup -
its parent directory.

Display the user's
current working pwd -
directory.
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Operation

Command

Description

Display the file list
in a specified
directory.

dir/ls [ -l | -a ] [ remote-
directory ]

Outputs of the dir and s
commands are the same.

Delete directories
from the server.

rmdir remote-directory
&<1-10>

A maximum of 10
directories can be
deleted at one time.

Before running the rmdir
command to delete
directories, ensure that
the directories do not
contain any files.
Otherwise, the deletion
fails.

Create a directory
on the server.

mkdir remote-directory

Change the name of
a specified file on
the server.

rename old-name new-
name

Download a file
from the remote
server.

get remote-filename
[ local-filename ]

Upload a local file
to the remote
server.

put local-filename
[ remote-filename ]

Delete files from the
server.

remove remote-filename
&<1-10>

A maximum of 10 files
can be deleted at one
time.

View the help about
SFTP commands.

help [ all | command-
name ]

Disconnect the SFTP client from the SSH server.

Operation

Command

Description

Disconnect the SFTP
client from the SSH
server.

quit

--—-End

Verifying the Configuration

Run the display ssh user-information [ username] command to view SSH
user information on the SSH server.
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e Run the display ssh server status command to view global configuration of
the SSH server.

e Run the display ssh server session command to view session information of
the SSH client on the SSH server.

11.5 File Management on Other Devices

11.5.1 Managing Files When the Device Functions as a TFTP
Client

The device can function as a TFTP client to log in to the TFTP server remotely to
upload or download files.

Pre-configuration Tasks

Before connecting to a device as a TFTP client to manage files, complete the
following tasks:

e Ensure that routes are reachable between the current device and the TFTP
server.

e Obtain the host name or IP address of the TFTP server and the directory for
storing files to be downloaded or uploaded.

Configuration Process
(11 NOTE

The TFTP protocol will bring risk to device security. The SFTPv2 mode is recommended.

Table 11-20 describes the procedure for managing files when the device functions
as a TFTP client.

Table 11-20 Procedure for managing files when the device functions as a TFTP

client

No.

Task

Description

Remarks

(Optional) Configure

the TFTP client source

address

Configure the TFTP
client source address.
To ensure
communication
security, the source
address can be set to
a source |IP address
or source interface.

You can configure
the TFTP client
source address and
TFTP ACL rule in any
sequence.

(Optional) Configure
the TFTP ACL

Configure the ACL
rule and TFTP basic
ACL to improve TFTP
access security.

You can configure
the TFTP client
source address and
TFTP ACL rule in any
sequence.
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No. Task Description Remarks

You can configure

Run TFTP commands the TFTP client

Upload and
3 to upload or download files source address and

download files ' TFTP ACL rule in any

sequence.

Procedure

(Optional) Configure the TFTP client source address.

When you specify the source address in an ACL, use the address of an
interface in stable state, for example, a loopback interface. This simplifies the
ACL rule and security policy configuration. After the client source address is
configured as the source or destination address in the ACL rule, IP address
differences and interface status impact are shielded, and incoming and
outgoing packets are filtered.

Table 11-21 (Optional) Configuring the TFTP client source address

Operation Command Description

Enter the system .
system-view -

view.
The TFTP client
source address can
be set to a source IP
address or source
tftp client-source { -a interface. If the
Configure the TFTP source-ip-address | -i source address is set
client source address. | interface-type interface- to source interface,
number} configure an IP

address for the
interface for
establishing TFTP
connections.

(Optional) Configure the TFTP ACL.

An ACL is composed of a list of rules such as the source address, destination
address, and port number of packets. ACL rules are used to classify packets.
After these rules are applied to routing devices, the routing devices determine
the packets to be received and rejected.

An ACL can define multiple rules. ACLs are classified into basic ACLs,
advanced ACLs, and Layer 2 ACLs.

TFTP supports only the basic ACL whose number ranges from 2000 to 2999.

ACL rule:
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- If permit is defined in an ACL rule, the device can establish TFTP

connections with any devices that match the rule.

- If deny is defined in an ACL rule, the device cannot establish TFTP
connections with devices that match the rule.

Table 11-22 (Optional) Configuring the TFTP ACL

Operation

Command

Description

Enter the system

view.

system-view

Create an ACL and
enter the ACL view.

acl [ number ] acl-number

By default, no ACL is
created.

Configure the ACL

rule.

rule [ rule-id] { deny |
permit } [ source { source-
address source-wildcard |
any } | vpn-instance vpn-
instance-name | [ fragment |
none-first-fragment ] |
logging | time-range time-
namel”

By default, no ACL
rule is configured.

Return to the

system view.

quit

Configure the TFTP

ACL.

tftp-server acl acl-number

e Run TFTP commands to upload or download files.

Operation

Command

Description

IPv4 address

tftp [ -a source-ip-address | -i
interface-type interface-number ]
tftp-server [ public-net | vpn-
instance vpn-instance-name ]

{ get | put } source-filename

[ destination-filename ]

IPv6 address

tftp ipv6 [ -a source-ip-address ]
tftp-server-jpv6 [ -oi interface-type
interface-number] [ vpn6-
instance vpn6-instance-name ]

{ get | put } source-filename

[ destination-filename ]

Run either of the
commands based on
the IP address type.

e get: downloads a
file.

e put: uploads a file.
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(11 NOTE

You can use either or both of the following methods to increase the TFTP uploading or
downloading rate.

e Use the third-party software TFTPD32 (Windows operating system) or TFTPD-HPA
(Linux operating system) on the TFTP server.

e Configure CPCAR on the TFTP client to increase the rate threshold. After
performing the TFTP operation, run the undo cpu-defend-policy [ global | slot
slot-id ] command to cancel the application of an attack defense policy.

The source address or interface specified in the tftp command has a higher
priority than that specified in the tftp client-source command. If you specify
different source addresses or interfaces in the tftp client-source and tftp
commands, the source address or interface specified in the tftp command
takes effect. The source address or interface specified in the tftp client-
source command applies to all TFTP connections. The source address or
interface specified in the tftp command applies only to the current TFTP
connection.

--—-End

Verifying the Configuration

Run the display tftp-client command to check source address of the TFTP
client.

Run the display acl { acl-number| all } command to check the ACL
configurations of the TFTP client.

11.5.2 Managing Files When the Device Functions as an FTP

Client

The device functions as an FTP client and connects to an FTP server remotely to
transfer files and manage files and directories on the FTP server.

Pre-configuration Tasks

Before connecting to a device as an FTP client to manage files, complete the
following tasks:

Ensure that routes are reachable between the current device and the FTP
server.

Obtain the host name or IP address of the FTP server, FTP user name, and
password.

Obtain the listening port number of the FTP server if the default listening port
number is not used.

Configuration Process

NOTICE

The FTP protocol will bring risk to device security. The SFTPv2 mode is
recommended.
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Table 11-23 describes the procedure for managing files when the device functions
as an FTP client.

Table 11-23 Procedure for managing files when the device functions as an FTP

client
No. Task Description Remarks
Configure the FTP
client source address.
(Optional) Configure Igrﬁrr::t:;?cation
1 the FTP client source

address

security, the source
address can be set to
a source |IP address
or source interface.

server

Run FTP commands to
2 connect to the FTP

operations

Run FTP commands to
3 perform file-related

Run FTP commands
to perform file-
related operations
including performing
operations on
directories and files,
configuring the file
transfer mode, and
viewing the online
help about FTP
commands.

the login user

(Optional) Change

server

Disconnect the FTP
5 client from the FTP

Perform steps 1 and
2 in sequence. After
the FTP connection is
established, perform
steps 3 and 4 in any
sequence. To
disconnect from the
FTP server, perform
step 5.

Procedure

(Optional) Configure the FTP client source address.

When you specify the source address in an ACL, use the address of an
interface in stable state, for example, a loopback interface. This simplifies the
ACL rule and security policy configuration. After the client source address is
configured as the source or destination address in the ACL rule, IP address
differences and interface status impact are shielded, and incoming and

outgoing packets are filtered.

The FTP client source address must be set to the loopback interface IP address

or loopback interface.
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Table 11-24 Configuring the FTP client source address

Operation

Command

Description

Enter the system
view.

system-view

Configure the FTP
client source address.

ftp client-source { -a
source-ip-address | -i

interface-type interface-

number}

You are advised to
use the loopback
interface IP address.

When the FTP client
source address is set
to loopback interface,
configure an IP
address for the
loopback interface
for establishing FTP
connections.

Run FTP commands to connect to the FTP server.

Run the corresponding command in the user view or FTP client view to
connect to the FTP server.

Perform the following operations based on the server IP address types.

Table 11-25 Running FTP commands to connect to the FTP server (with an

IPv4 address)

Operation

Command

Description

Connect to the
FTP server in the
user view when
the server uses
an IPv4 address.

ftp [ -a source-ip-address | -i
interface-type interface-
number] host-ip [ port-
number] [ public-net | vpn-
instance vpn-instance-name ]

Connect to the
FTP server in the
FTP client view
when the server
uses an IPv4
address.

ftp

open [ -a source-ip-address | -i
interface-type interface-
number] host-ip [ port-
number] [ public-net | vpn-
instance vpn-instance-name ]

Select one of them.

To enter the FTP
client view, run the
ftp command.

Issue 14 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd.

324



Huawei AR Series Access Routers

CLI-based Configuration Guide - Basic Configuration

11 File Management

(11 NOTE

e Before connecting to the FTP server, run the set net-manager vpn-instance
command to set the VPN instance to the default VPN instance.

e The source address specified in the ftp command has a higher priority than that
specified in the ftp client-source command on an IPv4 network. If you specify
different source addresses in the ftp client-source and ftp commands, the source
address specified in the ftp command takes effect. The source address specified in
the ftp client-source command applies to all TFTP connections. The source
address specified in the ftp command applies only to the current TFTP connection.

Table 11-26 Running FTP commands to connect to the FTP server (with an
IPv6 address)

Operation Command Description

Connect to the
FTP server in the | ftp ipv6 host-ipv6 [ vpn6-

user view when | instance vpné6-instance-name ]
the server uses [ port-number ]

an IPv6 address. Select one of them.
To enter the FTP
client view, run the
ftp command.

Connect to the ftp
FTP server in the
FTP client view
when the server | open ipvé host-ipvé [ port-
uses an IPv6 number ]

address.

Users must enter the correct user name and password to connect to the
server.

Run FTP commands to perform file-related operations.

After connecting to the FTP server, users can run FTP commands to perform
file-related operations including performing operations on directories and
files, configuring the file transfer mode, and viewing the online help about
FTP commands.

L] NOTE
User rights are configured on the FTP server.

Users can perform the following operations in any sequence.

Table 11-27 Running FTP commands to perform file-related operations

Operation Command Description
Change the
working .
directory on the cd remote-directory -
server.
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Operation

Command

Description

Change the
current working

directory to its cdup

parent directory.

Display the -
working pwd

directory on the
server.

The led command displays the

cDr:Zﬂla)e/ '(c)r:e local local working directory on the
Work?n led [ local-directory ] client, and the pwd command
di 9 displays the working directory
Irectory.
on the remote server.
Create a The directory name can consist

directory on the
server.

mkdir remote-directory

of letters and digits. The
following special characters
are not supported: <> 7?\:

Delete a
directory from rmdir remote-directory | -
the server.

e The ls command displays
only the directory or file
name, and the dir

. command displays detailed
Display directory or file information
;”JSLT?;LO"‘ dir/ls [ remote- such as name, size, and

" filename [ local- date when the directory or
specified file is created.

directory or file
on the server.

filename] ]

e If no directory is specified in
the command, the system
searches for the file in
user's authorized
directories.

Delete a file
from the server.

delete remote-filename

Upload a file.

put local-filename
[ remote-filename ]

Download a file.

get remote-filename

[ local-filename ]

Set the file
transfer mode
to ASCII.

ascii

Select one of them.

e The default file transfer
mode is ASCII.
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Operation Command Description
e The ASCIl mode is used to
. transfer text files, and the
set the file . binary mode is used to
transfer mode binary
to Binar transfer programs, system
inary. software, and database
files.
Set the data
transmission .
passive
mode to Select one of them.
passive.

Set the data
transmission
mode to active.

undo passive

The default data transmission
mode is active.

View the online
help about FTP

remotehelp
[ command ]

commands.
After the verbose function is
Enable the
enabled, all FTP response
verbose verbose .
. messages are displayed on the
function.

FTP client.

(Optional) Change the login user.

The current user can switch to another user in the FTP client view. The new
FTP connection is the same as that established by running the ftp command.

Operation

Command

Description

Change the current
user in the FTP client

view.

user user-name
[ password ]

When the login user is
switched to another
user, the original user is
disconnected from the
FTP server.

Disconnect the FTP client from the FTP server.

Users can run different commands in the FTP client view to disconnect the
FTP client from the FTP server.

Operation Command Description
Disconnect the FTP
client from the FTP bye or quit Select one of them.
server and return to
the user view.
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Operation Command Description

Disconnect the FTP
client from the FTP
server and return to
the FTP client view.

close or disconnect

--—-End

Verifying the Configuration

e Run the display ftp-client command to check source interface of the FTP
client.

11.5.3 Managing Files When the Device Functions as an SFTP
Client

SFTP is an SSH-based protocol that provides a secure file transfer capability. After
you configure the device as an SFTP client, the remote SSH server authenticates
the SFTP client and encrypts data in bidirectional mode. This ensures secure file
transfer and management of directories on the SSH server.

Pre-configuration Tasks

Before connecting to a device as an SFTP client to manage files, complete the
following tasks:

e Ensure that routes are reachable between the current device and the SSH
server.

e Obtain the host name or IP address of the SSH server and SSH user
information.

e Obtain the listening port number of the SSH server if the default listening
port number is not used.

NOTICE

Because a longer key pair provides higher security, you are advised to use key
pairs of the largest length.

Configuration Process

Table 11-28 describes the procedure for managing files when the device functions
as an SFTP client.
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Table 11-28 Procedure for managing files when the device functions as an SFTP

client
No. Task Description Remark
s
Configure the SFTP client source
(Optional) Configure address. TO ensure
. communication security, the
1 the SFTP client source
source address can be set to a
address
source IP address or source
interface.
Generate a local key pair and
configure the public key on the
SSH server.
. Steps 1,
5 Generate a local key | perform this step only when the | 5 5
pair device logs in to the SSH server in cé\n be
RSA or ECC authentication mode, perform
not the password authentication ed in
mode. any
To configure the initial SSH sequenc
i - connection, enable the initial e. Steps
Configure the initial o . 4-6
3 SSH connection authentication function or save
the public key of the SSH server | need to
on the SSH client. be
perform
Run SFTP commands ed in
4 to connect to the SSH | - sequenc
server e.
Users can perform operations on
Run SFTP commands directories and files on the SSH
5 to perform file-related | server and view the help about
operations SFTP commands on the SFTP
client.
Disconnect the SFTP
6 client from the SSH -

server

Procedure

(Optional) Configure the SFTP client source address.

When you specify the source address in an ACL, use the address of an
interface in stable state, for example, a loopback interface. This simplifies the
ACL rule and security policy configuration. After the client source address is
configured as the source or destination address in the ACL rule, IP address
differences and interface status impact are shielded, and incoming and
outgoing packets are filtered.

The SFTP client source address must be set to the loopback interface IP
address or loopback interface.
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Table 11-29 Configuring the SFTP client source address

Operation

Command

Description

Enter the system

view.

system-view

Configure the SFTP
client source address.

sftp client-source { -a
source-ip-address | -i

number}

interface-type interface-

The default source
address is 0.0.0.0.

e Generate a local key pair.

(11 NOTE

Perform this step only when the device logs in to the SSH server in RSA, or ECC
authentication mode, not the password authentication mode.

Table 11-30 Actions for generating a local key pair

Action

Command

Description

Enter the
system view.

system-view

Generate the
local RSA or
ECC key pair.

rsa local-key-pair create
or ecc local-key-pair
create

Run the display rsa local-
key-pair public or display
ecc local-key-pair public
command to view the public
key in the local RSA or ECC
key pair. Configure the public
key on the SSH server.
NOTE
Because a longer key pair
provides higher security, you
are advised to use key pairs of
the largest length.

e Configure the initial SSH connection.

By default, the client cannot connect to the SSH server because the client
does not save the public key of the SSH server. Configure the initial SSH
connection in either of the following ways:

- Enable the initial authentication function on the client. With the function
enabled, the client connects to the SSH server without checking the
public key of the SSH server. When the initial SSH connection succeeds,
the client automatically saves the public key of the SSH server for the
next SSH connection. For details, see Table 11-31.

- Save the public key of the SSH server on the client so that the client can
authenticate the SSH server successfully. For details, see Table 11-32.
This method ensures higher security but becomes more complex than the

first method.
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Table 11-31 Actions for enabling first authentication for the SSH client

Action

Command

Description

Enter the
system view.

system-view

Enable first
authentication
for the SSH
client.

ssh client first-time
enable

By default, first
authentication is disabled on
the SSH client.

Table 11-32 Actions for configuring the SSH client to assign the RSA or ECC
public key to the SSH server

Action

Command

Description

Enter the
system view.

system-view

Enter the RSA
or ECC public
key view.

rsa peer-public-key key-
name or ecc peer-public-
key key-name

Enter the public
key editing
view.

public-key-code begin

Edit the public
key.

hex-data

e The public key must be a
hexadecimal character
string in the public key
encoding format, and
generated by the SSH
server.

e After entering the public
key editing view, you
must enter the RSA or
ECC public key that is
generated on the server
to the client.
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Action Command Description

e If no key public code hex-
data is entered, the public
key cannot be generated
after you run this

command.
Quit the public o |If the specified key key-
key editing public-key-code end name has been deleted,
view. the system displays a

message indicating that
the key does not exist and
returns to the system
view directly when you
run this command.

Return to the

system view. peer-public-key end -

If the SSH server public key
saved in the SSH client does
not take effect, run the undo

Bind the RSA or ssh client servername

ECC public key ssh.cllent servername assign{ rsa-key | ecc-key }
assign{ rsa-key | ecc- command to cancel the
to the SSH S
server key } keyname binding between the SSH
' server and RSA or ECC public

key, and run this command
to assign a new RSA, or ECC
public key to the SSH server.

e Run SFTP commands to connect to the SSH server.

The command for connecting an SFTP client is similar to that for connecting
the STelnet client. Both the clients can carry the source address, support the
keepalive function, and select a key exchange algorithm, an encryption
algorithm, and an HMAC algorithm.

Table 11-33 Running SFTP commands to connect to the SSH server

Operatio

N Command Description

Enter the
system system-view -
view.
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Operr;atm Command Description

sftp [ -a source-address | -i interface-
type interface-number] host-ip [ port]
[ [ public-net | -vpn-instance vpn-
instance-name] | [ prefer_kex

{ dh_group1 | dh_exchange_group } ] |
[ prefer_ctos_cipher { des | 3des |

aes128 | aes128-ctr | aes192-ctr |
IPv4

dd aes256-ctr } ] | [ prefer_stoc_cipher Run either of the
address { des | 3des | aes128 | aes128-ctr | commands based on
aes192-ctr | aes256-ctr } ] | the IP address type.
[ prefer_ctos_hmac { shal|sha1_96 | | |n most cases, only
md5 | md5_96 } ] | [ prefer_stoc_hmac | the |P address is
{shal|sha1_96 |md5 | md5.96 } 11" | specified in the
[ -ki aliveinterval [ -kc commands.
alivecountmax] ] NOTE
sftp ipv6 [ -a source-address] host-ipv6 ,\DAES’é 39%ESS'H'\£?Sén d
[ -oi interface-type interface-number ] SHA1 96 encryption
[ port] [ [ -vpn6-instance vpn- algorithm cannot
instance-name] | [ prefer_kex ensure security.
{ dh_group1 | dh_exchange_group } ] | AES128, AES128-CTR,
; AES192-CTR or
[ prefer_ctos_cipher { des | 3des |
128 | aes128-ctr | aes192-ctr | AES256-CTR
IPv6 aes . encryption algorithm is
address aes256-ctr } ] | [ prefer_stoc_cipher recommended.

{ des | 3des | aes128 | aes128-ctr |
aes192-ctr | aes256-ctr } ] |

[ prefer_ctos_hmac { sha1 | sha1_96 |
md5 | md5_96 } ] | [ prefer_stoc_hmac
{shal|sha1.96 | md5|md596}]1]"
[ -ki aliveinterval [ -kc

alivecountmax] ]

Command example:
[Huawei] sftp 10.137.217.201

When the SSH connection succeeds, sftp-client> is displayed, indicating the
SFTP client view is displayed.

e  Run SFTP commands to perform file-related operations.

In the SFTP client view, you can perform one or more file-related operations
listed in Table 11-34 in any sequence.

(10 NOTE

In the SFTP client view, the system does not support predictive command input.
Therefore, you must enter commands in full name.
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Table 11-34 Running SFTP commands to perform file-related operations

Operation

Command

Description

Change the user's
current working
directory.

cd [ remote-directory ]

Change the current

working directory to | cdup -
its parent directory.

Display the user's

current working pwd -

directory.

Display the file list
in a specified
directory.

dir/ls [ -l | -a ] [ remote-
directory ]

Outputs of the dir and s
commands are the same.

Delete directories
from the server.

rmdir remote-directory
&<1-10>

A maximum of 10
directories can be
deleted at one time.

Before running the rmdir
command to delete
directories, ensure that
the directories do not
contain any files.
Otherwise, the deletion
fails.

Create a directory
on the server.

mkdir remote-directory

Change the name of
a specified file on
the server.

rename old-name new-
name

Download a file
from the remote
server.

get remote-filename
[ local-filename ]

Upload a local file
to the remote
server.

put /local-filename
[ remote-filename ]

Delete files from the
server.

remove remote-filename
&<1-10>

A maximum of 10 files
can be deleted at one
time.

View the help about
SFTP commands.

help [ all | command-
name ]

Disconnect the SFTP client from the SSH server.
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Operation Command Description
Disconnect the SFTP
client from the SSH quit -
server.
----End

Verifying the Configuration

e Run the display sftp-client command to check source interface of the SFTP
client.

11.6 Configuration Examples for File Management

11.6.1 Example of Logging In to the Device to Manage Files

Networking Requirements

Procedure

Step 1

Step 2

After logging in to the device through the console interface, Telnet, or STelnet,
perform the following operations:

e View files and subdirectories in the current directory.

e Create the test directory, copy the vrpcfg.zip file to test, and rename
vrpcfg.zip as backup.zip.

e View files in the test directory.

View files and subdirectories in the current directory.

<Huawei> system-view
[Huawei] sysname Switch
[Switch] quit

<Switch> dir

Directory of flash:/

Idx Attr Size(Byte) Date Time(LMT) FileName

0 -rw- 889 Mar 01 2012 14:41:56 private-data.txt
1 -rw- 6,311 Feb 17 2012 14:05:04 backup.cfg

2 -rw- 2,393 Mar 06 2012 17:20:10 vrpcfg.zip

3 -rw- 812 Dec 12 2011 15:43:10 hostkey

4 drw- - Mar 01 2012 14:41:46 compatible

5 -rw- 540 Dec 12 2011 15:43:12 serverkey

1,927,220 KB total (1,130,464 KB free)

Create the test directory, copy the vrpcfg.zip file to test, and rename vrpcfg.zip
as backup.zip.

# Create the test directory.

<Switch> mkdir test
Info: Create directory flash:/test......Done.
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# Copy the vrpcfg.zip file to test and rename vrpcfg.zip as backup.zip.
<Switch> copy vrpcfg.zip flash:/test/backup.zip

Copy flash:/vrpcfg.zip to flash:/test/backup.zip?[Y/N]:y

100% complete

Info: Copied file flash:/vrpcfg.zip to flash:/test/backup.zip...Done.

L] NOTE
If no target file name is specified, the source file and target file have the same name.
Step 3 View files in the test directory.
# Access the test directory.
<Switch> cd test

# View the current working directory.

<Switch> pwd
flash:/test

# View files in the test directory.

<Switch> dir
Directory of flash:/test/

Idx Attr  Size(Byte) Date Time(LMT) FileName
0 -rw- 2,399 Mar 12 2012 11:16:44 backup.zip

1,927,220 KB total (1,130,460 KB free)

----End

Configuration File

Configuration file of the Switch
#
sysname Switch

#
return

11.6.2 Example for Managing Files When the Device Functions
as a TFTP Server

Networking Requirements

As shown in Figure 11-1, there are reachable routes between the TFTP server and
client. You need to obtain system software from the TFTP server to upgrade the
TFTP client.

Figure 11-1 Networking diagram for managing files using TFTP

.3 10.1.1.1/24 10.1.1.2/24 .3

TFTP Server TFTP Client
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Configuration Roadmap
The configuration roadmap is as follows:

1. Configure the TFTP server function and related parameters.

2. Set up a connection between the TFTP server and client, and download
system software from the TFTP server to the TFTP client.

Procedure

Step 1 Configure the TFTP server function and parameters.
<Huawei> system-view
[Huawei] sysname TFTP Server
[TFTP Server] set default tftp-directory flash:
[TFTP Server] tftp server enable
[TFTP Server] quit

Step 2 Set up a connection between the TFTP server and client, and download system
software from the TFTP server to the TFTP client.
<Huawei> system-view
[Huawei] sysname TFTP Client
[TFTP Client] quit
<TFTP Client> tftp 10.1.1.1 get devicesoft.cc
Info: Transfer file in binary mode.
Downloading the file from the remote TFTP server. Please wait...

93832832 bytes received in 722 second.
TFTP: Downloading the file successfully.

Step 3 Verify the configuration.

# Run the dir command on the TFTP client to check whether system software is

downloaded to the TFTP client.
<TFTP Client> dir
Directory of flash:/

Idx Attr Size(Byte) Date Time(LMT) FileName

0 -rw- 14 Mar 13 2012 14:13:38 back_time_a

1 drw- - Mar 11 2012 00:58:54 logfile

2 -rw- 4 Nov 17 2011 09:33:58 snmpnotilog.txt
3 -rw- 11,238 Mar 12 2012 21:15:56 private-data.txt
4 -rw- 7,717 Mar 12 2012 21:15:54 vrpcfg.zip

5 -rw- 14 Mar 13 2012 14:13:38 back_time_b

6 -rw- 93,832,832 Mar 13 2012 14:24:24 devicesoft.cc
7 drw- - Oct 31 2011 10:20:28 sysdrv

8 drw- - Feb 21 2012 17:16:36 compatible

9 drw- - Feb 09 2012 14:20:10 selftest

10 -rw- 19,174 Feb 20 2012 18:55:32 backup.cfg

11 -rw- 43,496 Dec 152011 20:59:36 20111215.zip
12 -rw- 588 Nov 04 2011 13:54:04 servercert.der
13 -rw- 320 Nov 04 2011 13:54:26 serverkey.der
14 drw- - Nov 04 2011 13:58:36 security

468,560 KB total (197,728 KB free)
--—-End

Configuration Files

e Configuration file of the TFTP server

#
sysname TFTP Server
#
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set default tftp-directory flash:
tftp server enable

#

return

e Configuration file of the TFTP client

#

sysname TFTP Client
#

return

11.6.3 Example for Managing Files When the Device Functions
as an FTP Server

Networking Requirements

As shown in Figure 11-2, PC1 connects to the device, and the IP address of the
management network interface on the device is 10.136.23.5. The device needs to
be upgraded. The device is required to function as the FTP server to upload the
system software from PC1 to the device and save the configuration file to PC1 for
backup. A security policy is configured to ensure that only PC1 is allowed to access
the FTP server.

Figure 11-2 Networking diagram for managing files when the device functions as
an FTP server

10.136.23.10/24 Eﬁi 10.136.23.5/24

10.136.23.20/24 Eﬁi FTP Server
PC2

Configuration Roadmap

The configuration roadmap is as follows:

1. Configure the FTP function and FTP user information including user name,
password, user level, service type, and authorized directory on the FTP server.
Configure access permissions on the FTP server.

Save the vrpcfg.zip file on the FTP server.
Connect to the FTP server from the PC.

ok W

Upload devicesoft.cc to and download vrpcfg.zip from the FTP server.

Procedure

Step 1 Configure the FTP function and FTP user information on the FTP server.

<Huawei> system-view
[Huawei] sysname FTP_Server
[FTP_Server] ftp server enable
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Step 2

Step 3

Step 4

Step 5

Step 6

[FTP_Server] aaa

[FTP_Server-aaa] local-user admin1234 password irreversible-cipher Helloworld@6789
[FTP_Server-aaa] local-user admin1234 privilege level 15

[FTP_Server-aaa] local-user admin1234 service-type ftp

[FTP_Server-aaa] local-user admin1234 ftp-directory flash:

[FTP_Server-aaa] quit

Configure access permissions on the FTP server.

[FTP_Server] acl number 2001

[FTP_Server-acl-basic-2001] rule permit source 10.136.23.10 32
[FTP_Server-acl-basic-2001] rule deny source 10.136.23.20 32
[FTP_Server-acl-basic-2001] quit

[FTP_Server] ftp acl 2001

[FTP_Server] quit

Save the vrpcfg.zip file on the FTP server.
<FTP_Server> save

Connect to the FTP server from the PC as the admin1234 user whose password is
Helloworld@6789 and transfer files in binary mode.

Assume that the PC runs the Window XP operating system.

C:\Documents and Settings\Administrator> ftp 10.136.23.5
Connected to 10.136.23.5.

220 FTP service ready.

User (10.136.23.5:(none)): admin1234

331 Password required for admin1234.

Password:

230 User logged in.

ftp> binary

200 Type set to .

ftp>

Upload devicesoft.cc to and download vrpcfg.zip from the FTP server.

# Upload the devicesoft.cc file to the FTP server.

ftp> put devicesoft.cc

200 Port command okay.

150 Opening BINARY mode data connection for devicesoft.cc
226 Transfer complete.

ftp: 93832832 bytes sent in 136.34Seconds 560.79Kbytes/sec.

# Download the vrpcfg.zip file.

ftp> get vrpcfg.zip

200 Port command okay.

150 Opening BINARY mode data connection for vrpcfg.zip.
226 Transfer complete.

ftp: 1257 bytes received in 0.03Seconds 40.55Kbytes/sec.

(11 NOTE

The devicesoft.cc file to be uploaded and the vrpcfg.zip file to be downloaded are stored
in the local directory on the FTP client. Before uploading and downloading files, obtain the
local directory on the client. The default FTP user's local directory on the Windows XP
operating system is C:\Documents and Settings\Administrator.

Verify the configuration.

# Run the dir command on the FTP server to check the devicesoft.cc file.
<FTP_Server> dir
Directory of flash:/

Idx Attr  Size(Byte) Date Time FileName

0 -rw- 14 Mar 13 2012 14:13:38 back_time_a
1 drw- - Mar 11 2012 00:58:54 logfile
2 -rw- 4 Nov 17 2011 09:33:58 snmpnotilog.txt
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3 -rw- 11,238 Mar 12 2012 21:15:56 private-data.txt
4 -rw- 1,257 Mar 12 2012 21:15:54 vrpcfg.zip
5 -rw- 14 Mar 13 2012 14:13:38 back_time_b
6 -rw- 93,832,832 Mar 13 2012 14:24:24 devicesoft.cc
7 drw- - Oct 31 2011 10:20:28 sysdrv
8 drw- - Feb 21 2012 17:16:36 compatible
9 drw- - Feb 09 2012 14:20:10 selftest
10 -rw- 19,174 Feb 20 2012 18:55:32 backup.cfg
11 -rw- 23,496 Dec 152011 20:59:36 20111215.zip
12 -rw- 588 Nov 04 2011 13:54:04 servercert.der
13 -rw- 320 Nov 04 2011 13:54:26 serverkey.der
14 drw- - Nov 04 2011 13:58:36 security

1,927,220 KB total (1,130,464 KB free)
# Access the FTP user's local directory on the PC and check the vrpcfg.zip file.

--—-End

Configuration File

#

sysname FTP_Server

#

aaa

local-user admin1234 password irreversible-cipher %A%#D2cW%k[R=*_*1"EAX9M6Ra'6D\iS(Xqg%U@4,I!
$zbBUa'9R%N%#

local-user admin1234 privilege level 15
local-user admin1234 ftp-directory flash:
local-user admin1234 service-type ftp

#

interface GigabitEthernet1/0/0

ip address 10.136.23.5 255.255.255.0
#

acl number 2001

rule 5 permit source 10.136.23.10 32
#
ftp server enable
ftp acl 2001
#
return

11.6.4 Example for Managing Files Using SFTP When the
Device Functions as an SSH Server

Networking Requirements

As shown in Figure 11-3, PC1 connects to the device, and the IP address of the
management network interface on the device is 10.136.23.4. Files need to be
securely transferred between PC1 and the device. Configure the device as the SSH
server to provide the SFTP service so that the SSH server can authenticate the
client and encrypt data in bidirectional mode, ensuring secure file transfer. A

security policy is configured to ensure that only PC1 is allowed to access the SSH
server.
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Figure 11-3 Networking diagram for managing files using SFTP when the device
functions as an SSH server

10136.23.10/24 [_Jf——— 10.136.23.4/24
10.136.23.20/24 Eﬁi SSH Server

Configuration Roadmap
The configuration roadmap is as follows:

1. Generate a local key pair and enable the SFTP server function on the SSH
server so that the server and client can securely exchange data.

2. Configure the VTY user interface on the SSH server.

3. Configure SSH user information including the authentication mode, user
name, and password.

4. Configure access permissions on the SSH server to control SSH users.
5. Connect to the SSH server using the third-party software OpenSSH on the PC.

Procedure

Step 1 Generate a local key pair on the SSH server, and enable the SFTP server.

<Huawei> system-view

[Huawei] sysname SSH Server

[SSH Server] sftp server enable

[SSH Server] rsa local-key-pair create

The key name will be: Host

RSA keys defined for Host already exist.
Confirm to replace them? (y/n)[n]:y

The range of public key size is (512 ~ 2048).
NOTES: If the key modulus is less than 2048,

It will introduce potential security risks.
Input the bits in the modulus[default = 2048]:2048
Generating keys...
+++

+H+++H++

+HH++

Step 2 Configure the VTY user interface on the SSH server.

[SSH Server] user-interface vty 0 14

[SSH Server-ui-vty0-14] authentication-mode aaa
[SSH Server-ui-vty0-14] protocol inbound ssh
[SSH Server-ui-vty0-14] quit

Step 3 Configure SSH user information including the authentication mode, user name,
and password.

[SSH Server] aaa

[SSH Server-aaa] local-user client001 password irreversible-cipher Huawei@123
[SSH Server-aaa] local-user client001 privilege level 15

[SSH Server-aaa] local-user client001 service-type ssh

[SSH Server-aaa] quit

[SSH Server] ssh user client001 authentication-type password
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Step 4 Configure access permissions on the SSH server.

Step 5

[SSH Server] acl 2001

[SSH Server-acl-basic-2001] rule permit source 10.136.23.10 32
[SSH Server-acl-basic-2001] rule deny source 10.136.23.20 32
[SSH Server-acl-basic-2001] quit

[SSH Server] user-interface vty 0 14

[SSH Server-ui-vty0-14] acl 2001 inbound

[SSH Server-ui-vty0-14] quit

Connect to the SSH server using the third-party software OpenSSH on the PC.

The Windows CLI can identify OpenSSH commands only when the OpenSSH is
installed on the PC.

Figure 11-4 Connecting to the SSH server

A\WIRDO¥S\systend2\cad. exe — sftp client001@10. 136.23.4

C:*“Documents and Settings“Administrator>sftp clientBB1@10.136.23.4
Connecting to 10.136.23.4...

The authenticity of host '18.136.23.4 (18.136.23.4>' can’t be established.
RSA key fingerprint is 69:1c:cb6:28:5h:29:Be:15:47:58:4f:-31:ae:68:5b:He.

Are you sure you want to continue connecting Cyes/nod)? yes

Harning: Permanently added *108.136.23.4° (RSA>» to the list of known hosts.
llzer Authentication

Pazsword:

=ftp>

After you connect to the SSH server through third-party software, the SFTP view is
displayed. Then you can perform file-related operations in the SFTP view.

--—-End

Configuration File

Configuration file of the SSH_Server

#

sysname SSH Server

#

acl number 2001

rule 5 permit source 10.136.23.10 0
rule 10 deny source 10.136.23.20 0
#

aaa

local-user client001 password irreversible-cipher %A%#<R<G9j0<_;@] h@] TnCUUGP-1Za*%2i*k!
X<~Q4Ha1BOGPOu%A%#

local-user client001 privilege level 15
local-user client001 service-type ssh
#

sftp server enable

#

user-interface vty 0 14

acl 2001 inbound
authentication-mode aaa

protocol inbound ssh

#

return
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11.6.5 Example for Managing Files When the Device Functions
as a TFTP Client

Networking Requirements

As shown in Figure 11-5, the remote device at 10.1.1.1/24 functions as the TFTP
server. The device at 10.2.1.1/24 functions as the TFTP client. Routes between the
device and the server are reachable.

The device needs to be upgraded. To upgrade the device, you must download
system software devicesoft.cc from and upload the configuration file vrpcfg.zip
to the TFTP server.

Figure 11-5 Networking diagram for managing files when the device functions as
a TFTP client

. 10.2.1.1/24 /\ 10.1.1.1/24

® Internet %
GE1/0/0 \\/

TFTP Client TFTP Server

Configuration Roadmap

Procedure

Step 1

Step 2

Step 3

The configuration roadmap is as follows:

1. Run the TFTP software on the TFTP server and configure the working
directory.

2. Run TFTP commands to download devicesoft.cc from and upload vrpcfg.zip
to the TFTP server.

Run the TFTP software on the TFTP server and configure the working directory.
(For details, see related third-party documentation.)

Run TFTP commands to download devicesoft.cc from and upload vrpcfg.zip to
the TFTP server.

<Huawei> tftp 10.1.1.1 get devicesoft.cc

Info: Transfer file in binary mode.

Downloading the file from the remote TFTP server. Please wait...\
TFTP: Downloading the file successfully.

93832832 bytes received in 722 seconds.

<Huawei> tftp 10.1.1.1 put vrpcfg.zip

Info: Transfer file in binary mode.

Uploading the file to the remote TFTP server. Please wait...|
TFTP: Uploading the file successfully.

7717 bytes send in 1 second.

Verify the configuration.
# Run the dir command on the TFTP client to check the devicesoft.cc file.
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<Huawei> dir
Directory of flash:/

Idx Attr
_rW_
drw-
_rW_
_rW_
_rW_
_rW_
_rW_
drw-
drw-
drw-
10 -rw-
11 -rw-
12 -rw-
13 -rw-
14 drw-

OCooNOOU A WN=O

Size(Byte) Date Time FileName
14 Mar 13 2012 14:13:38 back_time_a
- Mar 11 2012 00:58:54 logfile
4 Nov 17 2011 09:33:58 snmpnotilog.txt
11,238 Mar 12 2012 21:15:56 private-data.txt
7,717 Mar 12 2012 21:15:54 vrpcfg.zip
14 Mar 13 2012 14:13:38 back_time_b
93,832,832 Mar 13 2012 14:24:24 devicesoft.cc
- Oct 31 2011 10:20:28 sysdrv
- Feb 212012 17:16:36 compatible
- Feb 09 2012 14:20:10 selftest
19,174 Feb 20 2012 18:55:32 backup.cfg
43,496 Dec 152011 20:59:36 20111215.zip
588 Nov 04 2011 13:54:04 servercert.der
320 Nov 04 2011 13:54:26 serverkey.der
- Nov 04 2011 13:58:36 security

1,927,220 KB total (1,130,464 KB free)

# Access the working directory on the TFTP server and check the vrpcfg.zip file.

--—-End

11.6.6 Example for Managing Files When the Device Functions

as an FTP Client

Networking Requirements

As shown in Figure 11-6, the remote device at 10.1.1.1/24 functions as the FTP
server. The device at 10.2.1.1/24 functions as the FTP client. Routes between the
device and the server are reachable.

The device needs to be upgraded. To upgrade the device, you must download
system software devicesoft.cc from and upload the configuration file vrpcfg.zip
to the FTP server.

Figure 11-6 Networking diagram for managing files when the device functions as
an FTP client

10.21.1/24 I/\ 10.1.1.1/24

nternet
GE1/0/0 \.—\/
FTP Client

Configuration Roadmap

The configuration roadmap is as follows:

FTP Server

1.  Run the FTP software on the FTP server and configure FTP user information.

2. Connect to the FTP server.
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3. Run FTP commands to download devicesoft.cc from and upload vrpcfg.zip to
the FTP server.

Procedure

Step 1 Run the FTP software on the FTP server and configure FTP user information. (For
details, see related third-party documentation.)

Step 2 Connect to the FTP server.

<Huawei> ftp 10.1.1.1

Trying 10.1.1.1 ...

Press CTRL+K to abort

Connected to 10.1.1.1.

220 FTP service ready.
User(10.1.1.1:(none)):admin

331 Password required for admin.
Enter password:

230 User logged in.

[Huawei-ftp]

Step 3 Run FTP commands to download devicesoft.cc from and upload vrpcfg.zip to the
FTP server.
[Huawei-ftp] binary
[Huawei-ftp] get devicesoft.cc
[Huawei-ftp] put vrpcfg.zip
[Huawei-ftp] quit

Step 4 Verify the configuration.

# Run the dir command on the FTP client to check the devicesoft.cc file.
<Huawei> dir
Directory of flash:/

Idx Attr Size(Byte) Date Time FileName

0 -rw- 14 Mar 13 2012 14:13:38 back_time_a

1 drw- - Mar 11 2012 00:58:54 logfile

2 -rw- 4 Nov 17 2011 09:33:58 snmpnotilog.txt
3 -rw- 11,238 Mar 12 2012 21:15:56 private-data.txt
4 -rw- 7,717 Mar 12 2012 21:15:54 vrpcfg.zip

5 -rw- 14 Mar 13 2012 14:13:38 back_time_b

6 -rw- 60,119,680 Mar 13 2012 14:24:24 devicesoft.cc
7 drw- - Oct 31 2011 10:20:28 sysdrv

8 drw- - Feb 212012 17:16:36 compatible

9 drw- - Feb 09 2012 14:20:10 selftest

10 -rw- 19,174 Feb 20 2012 18:55:32 backup.cfg

11 -rw- 43,496 Dec 152011 20:59:36 20111215.zip
12 -rw- 588 Nov 04 2011 13:54:04 servercert.der
13 -rw- 320 Nov 04 2011 13:54:26 serverkey.der
14 drw- - Nov 04 2011 13:58:36 security

468,304 KB total (208,272 KB free)

# Access the working directory on the FTP server and check the vrpcfg.zip file.

--—-End

11.6.7 Example for Managing Files When the Device Functions
as an SFTP Client
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Networking Requirements

SSH secures file transfer on a traditional insecure network by authenticating the
client and encrypting data in bidirectional mode. The client uses SFTP to securely
connect to the SSH server and transfer files.

As shown in Figure 11-7, routes between the SSH server and clients client001 and
client002 are reachable. In this example, Huawei device functions as an SSH
server.

Client001 connects to the SSH server using the password authentication mode,
and client002 using the RSA authentication mode.

Figure 11-7 Networking diagram for managing files when the device functions as
an SFTP client

GE1/0/0
10.2.1.1/24

10.1.1.1/24
GE1/0/0
SSH Server

client001

10.3.1.1/24
clientoo2 GE1/0/0

Configuration Roadmap
The configuration roadmap is as follows:

1. Generate a local key pair and enable the SFTP server function on the SSH
server so that the server and client can securely exchange data.

2. Create users client001 and client002 and set their authentication modes on
the SSH server.

3. Generate a local key pair on client002 and configure the RSA public key of
client002 on the SSH server so that the server can authenticate the client
when the client connects to the server.

4. Log in to the SSH server as users client001 and client002 using SFTP and
manage files.

Procedure

Step 1 Generate a local key pair and enable the SFTP server function on the SSH server.

<Huawei> system-view

[Huawei] sysname SSH Server

[SSH Server] sftp server enable

[SSH Server] rsa local-key-pair create

The key name will be: Host

RSA keys defined for Host already exist.
Confirm to replace them? (y/n)[n]l:y

The range of public key size is (512 ~ 2048).
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Step 2

Step 3

NOTES: If the key modulus is less than 2048,
It will introduce potential security risks.
Input the bits in the modulus[default = 2048]:2048
Generating keys...
+++

B e

Create SSH users on the SSH server.

# Configure the VTY user interface.

[SSH Server] user-interface vty 0 4

[SSH Server-ui-vty0-4] authentication-mode aaa
[SSH Server-ui-vty0-4] protocol inbound ssh
[SSH Server-ui-vty0-4] user privilege level 3
[SSH Server-ui-vty0-4] quit

# Create the client001 user and set the authentication mode to password for the
user.

[SSH Server] aaa

[SSH Server-aaa] local-user client001 password irreversible-cipher Helloworld@6789
[SSH Server-aaa] local-user client001 service-type ssh

[SSH Server-aaa] local-user client001 privilege level 3

[SSH Server-aaa] quit

[SSH Server] ssh user client001 authentication-type password

# Create an SSH user client002 and set the authentication mode to rsa for the
user.

[SSH Server] aaa

[SSH Server-aaa] local-user client002 password irreversible-cipher Helloworld@6789
[SSH Server-aaa] local-user client002 service-type ssh

[SSH Server-aaa] local-user client002 privilege level 3

[SSH Server-aaa] quit

[SSH Server] ssh user client002 authentication-type rsa

Generate a local key pair on client002 and configure the RSA public key of
client002 on the SSH server.

# Generate a local key pair on client002.

<Huawei> system-view

[Huawei] sysname client002

[client002] rsa local-key-pair create

The key name will be: Host

RSA keys defined for Host already exist.
Confirm to replace them? (y/n)[n]l:y

The range of public key size is (512 ~ 2048).
NOTES: If the key modulus is less than 2048,

It will introduce potential security risks.
Input the bits in the modulus[default = 2048]:2048
Generating keys...

+++

P e

# Check the RSA public key of the client.

[client002] display rsa local-key-pair public

Time of Key pair created: 2012-08-06 17:17:37+00:00
Key name: Host
Key type: RSA encryption Key
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Step 4

Key code:
30820109
02820100

CBOE88EC A1C2CFEA F97126F9 36919C08 0455127B
A3A48594 69517096 35626F55 E4FAFOEB FDA2B9E9
5E417B2B E09F38B0 D26FCA73 FE2E3FC4 DFBECSCF
4ED0C909 E8D975E6 FFC73C81 D13FE71E 759DC805
BOFOE877 4FC9288E BE1E197C 2A7186B0 B56F5573
3AS5EA588 29C63E3B 20D56233 8E63278D F941734F
6B359C69 BBAE5A52 EB842179 04B4204D 5DB31D72
97F0C085 DA771F66 0AAADC28 D264CEB9 5BADA92C
CDE9F116 D6D99C48 CEBA3A1D 868B053A 32941D85
CCAA9796 A4B55760 0A8108ED DB45DA12 F61634C9
59431600 341FEDEF 5379D565 A8D1953D DEAO18A2
72F99FFC 63DE04BF 2A6219BD DF13D705 27D63DEF
83D556BC 5B44D983 8D5EA126 C1EB71CB

0203

010001

Time of Key pair created: 2012-08-06 17:17:44+00:00
Key name: Server
Key type: RSA encryption Key

Key code:
3067
0260

DF8AFF3C 28213B94 2292852E E98657EE 11DE5AF4
8A176878 CDD4BD31 55E05735 3080F367 A83A9034
47D534CA 81250C1D 35401DC3 464E9E5F A50202CF
A7ADO9CD AC3F531C A763F0AQ0 4C8E51B9 18755400
76AF4A78 225C92C3 01FEODFF 06908363

0203

010001

Connect SFTP clients to the SSH server.

# Configure the RSA public key on the SSH server. (Information in bold in the
display command output is the RSA public key. Copy the information to the

server.)

[SSH Server] rsa peer-public-key rsakey001

[SSH Server-rsa-public-key] public-key-code begin
[SSH Server-rsa-key-code] 30820109

[SSH Server-rsa-key-code] 02820100

[SSH Server-rsa-key-code] CBOES8SEC A1C2CFEA F97126F9 36919C08 0455127B
[SSH Server-rsa-key-code] A3A48594 69517096 35626F55 EAFAFOEB FDA2B9E9
[SSH Server-rsa-key-code] 5E417B2B E09F38B0 D26FCA73 FE2E3FC4 DFBEC8CF
[SSH Server-rsa-key-code] 4EDOC909 E8D975E6 FFC73C81 D13FE71E 759DC805
[SSH Server-rsa-key-code] BOFOE877 4FC9288E BE1E197C 2A7186B0 B56F5573
[SSH Server-rsa-key-code] 3A5EA588 29C63E3B 20D56233 8E63278D F941734F
[SSH Server-rsa-key-code] 6B359C69 BBAE5A52 EB842179 04B4204D 5DB31D72
[SSH Server-rsa-key-code] 97F0C085 DA771F66 0AAADC28 D264CEB9 5BADA92C
[SSH Server-rsa-key-code] CDE9F116 D6D99C48 CEBA3A1D 868B053A 32941D85
[SSH Server-rsa-key-code] CCAA9796 A4B55760 0A8108ED DB45DA12 F61634C9
[SSH Server-rsa-key-code] 59431600 341FEDEF 5379D565 A8D1953D DEA018A2
[SSH Server-rsa-key-code] 72F99FFC 63DEO4BF 2A6219BD DF13D705 27D63DEF
[SSH Server-rsa-key-code] 83D556BC 5B44D983 8D5EA126 C1EB71CB

[SSH Server-rsa-key-code] 0203

[SSH Server-rsa-key-code] 010001

[SSH Server-rsa-key-code] public-key-code end
[SSH Server-rsa-public-key] peer-public-key end

# Bind the client002 user to the RSA public key of client002.

[SSH Server] ssh user client002 assign rsa-key rsakey001

# If the clients connect to the SSH server for the first time, enable the initial
authentication function on the clients.
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Step 5

Enable the initial authentication function on client001.
<Huawei> system-view

[Huawei] sysname client001
[client001] ssh client first-time enable

Enable the initial authentication function on client002.

[client002] ssh client first-time enable

# Log in to the SSH server from client001 in password authentication mode.

[client001] sftp 10.1.1.1

Please input the username: client001

Trying 10.1.1.17 ...

Press CTRL+K to abort

Connected to 10.1.1.1 ...

Continue to access it? [Y/N]:y

[Y/NLy

The server's public key will be saved with the name 10.1.1.1. Please wait.

Enter password:
sftp-client>

# Log in to the SSH server from client002 in RSA authentication mode.

[client002] sftp 10.1.1.1

Please input the username: client002

Trying 10.1.1.17 ...

Press CTRL+K to abort

Connected to 10.1.1.1 ...

Continue to access it? [Y/N]:y

[Y/NLy

The server's public key will be saved with the name 10.1.1.1. Please wait.

sftp-client>

Verify the configurations.

# Run the display ssh server status command. You can see that the SFTP service
has been enabled. Run the display ssh user-information command. Information

about the configured SSH users is displayed.

# Check the SSH server status.

[SSH Server] display ssh server status

SSH version :11.99

SSH connection timeout :60 seconds
SSH server key generating interval :0 hours
SSH Authentication retries :3 times
SFTP Server :Enable

Stelnet server :Disable

# Check information about SSH users.

[SSH Server] display ssh user-information

Username Auth-type User-public-key-name
client001 password null
client002 rsa rsakey001

--—-End
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Configuration Files

Configure file on the SSH server

#
sysname SSH Server
#
rsa peer-public-key rsakey001
public-key-code begin
30820109
02820100

CBOE8SSEC ATC2CFEA F97126F9 36919C08 0455127B A3A48594 69517096 35626F55
E4AFAFOEB FDA2BOES 5E417B2B E09F38B0 D26FCA73 FE2E3FC4 DFBEC8CF 4EDOC9O09
E8D975E6 FFC73C81 D13FE71E 759DC805 BOFOE877 4FC9288E BE1E197C 2A7186B0
B56F5573 3A5EA588 29C63E3B 20D56233 8E63278D FO941734F 6B359C69 BBAESA52
EB842179 04B4204D 5DB31D72 97F0C085 DA771F66 0AAADC28 D264CEB9 5BADA92C
CDESF116 D6D99C48 CEBA3A1D 868B053A 32941D85 CCAA9796 A4B55760 0A8108ED
DB45DA12 F61634C9 59431600 341FEDEF 5379D565 A8D1953D DEAQO18A2 72F99FFC
63DE04BF 2A6219BD DF13D705 27D63DEF 83D556BC 5B44D983 8D5EA126 C1EB71CB

0203
010001
public-key-code end
peer-public-key end
#
aaa

local-user client001 password irreversible-cipher %A%#HW=5%Mr;:2) /RX$FnU1HLO%-TBMp4wn%;~

\#%iAut}_~O0%0L%N%#
local-user client001 privilege level 3
local-user client001 service-type ssh

local-user client002 password irreversible-cipher %A%#*~Br";[g6Pv5Zf>$~{hY+N!"{$<[Y{;|02P)B,EBz

\TFN!c+%A"%#

local-user client002 privilege level 3
local-user client002 service-type ssh

#

ssh user client002 assign rsa-key rsakey001
ssh user client002 authentication-type rsa
sftp server enable

#

user-interface vty 0 4
authentication-mode aaa

user privilege level 3

protocol inbound ssh

#

return

Configuration file on client001

#

sysname client001

#

ssh client first-time enable
#

return

Configuration file on client002

#

sysname client002

#

ssh client first-time enable
#

return

11.7 Troubleshooting System Startup

11.7.1 FTP Login Failure
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Cause Analysis
[ ]

Procedure

The FTP server is not running.

The listening port number of the FTP server is not the default one, and no
port number is specified when you log in to the FTP server.

The authentication information, authorized directory, and user level of the
FTP user are not configured.

The number of online FTP users who have logged in to the FTP server reaches
the upper threshold 5.

An ACL is configured on the FTP server, and the FTP client IP address is not
specified in the ACL.

Step 1 Check whether the FTP server is running properly.

Run the display ftp-server command in any view to check the FTP server status.

The following information indicates that the FTP server is not running:
<Huawei> display ftp-server

Info: The FTP server is already disabled.

Run the ftp server enable command in the system view to start the FTP

server.

<Huawei> system-view

[Huawei] ftp server enable

Info: Succeeded in starting the FTP server.

The following information indicates that the FTP server is running properly:
<Huawei> display ftp-server
FTP server is running

Max user number 5
User count 0
Timeout value(in minute) 30
Listening port 21

Acl number 0

FTP server's source address  0.0.0.0

Step 2 Check whether the listening port number of the FTP server is the default port
number 21.

1.

Run the display tcp status command in any view to check the current TCP
port listening status.

<Huawei> display tcp status

TCPCB  Tid/Soid Local Add:port Foreign Add:port VPNID State
2a67f47c 6 /1 0.0.0.0:21 0.0.0.0:0 23553 Listening
2b72e6b8 115/4 0.0.0.0:22 0.0.0.0:0 23553 Listening
3265270 115/1 0.0.0.0:23 0.0.0.0:0 23553 Listening

2a6886ec 115/23 10.137.129.27:23 10.138.77.43:4053 0 Establish
ed
2a680aac 115/14 10.137.129.27:23 10.138.80.193:1525 0 Establish
ed
2a68799c 115/20 10.137.129.27:23 10.138.80.202:3589 0 Establish
ed

Run the display ftp-server command in any view to check the listening port
number of the FTP server.

<Huawei> display ftp-server
FTP server is running

Max user number 5
User count 0
Timeout value(in minute) 30
Listening port 21
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Step 3

Step 4

Step 5

Acl number 0
FTP server's source address  0.0.0.0

If the listening port number is not 21, run the ftp server port command to set the

listening port number to 21.
<Huawei> system-view

[Huawei] undo ftp server

Info: Succeeded in closing the FTP server.
[Huawei] ftp server port 21

[Huawei] ftp server enable

Info: Succeeded in starting the FTP server.

Alternatively, enter the port number configured on the server when you set up an
FTP connection on the FTP client.

Check whether the authentication information, authorized directory, and user level
of the FTP user are correctly configured.

The FTP user name, password, authorized directory, and user level must be
configured. If the FTP authorized directory and user level are not configured, login
fails.

Run the aaa command to enter the AAA view.

2. Run the local-user user-name password irreversible-cipher password
command to configure the local FTP user name and password.

3. Run the local-user user-name ftp-directory directory command to specify an
FTP authorized directory for the FTP user.

4. Run the local-user user-name privilege level /eve/ command to set the FTP
user level. The user level must be set to 3 or higher to ensure successful
connection establishment.

The service type is optional. By default, the system does not support any service
type.

Run the local-user user-name service-type ftp command to set the service types
for the FTP user.

Check whether the number of online FTP users who have logged in to the FTP
server reaches the upper threshold.

Run the display ftp-users command to check the number of online FTP users.

Check the ACL rule on the FTP server.

Run the display [ ipv6 ] ftp-server command to check the ACL rule on the FTP
server.

If an ACL is configured on the FTP server, only IP addresses specified in the ACL
can log in to the FTP server.

--—-End

11.7.2 Failure in Uploading Files to the FTP Server

Cause Analysis

e The FTP source or destination directory name consists of unsupported
characters.
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e The storage space of the FTP root directory is insufficient.

Procedure

Step 1 Check whether the FTP source and destination directory names consist of
unsupported characters.

The following characters and spaces are not supported: ~*/\ :'"

If the directory names consist of any unsupported characters, modify the directory
names.

Step 2 Check whether the storage space of the FTP root directory is sufficient.

Run the dir command on the FTP server to check the free space of the FTP root
directory.

If the space of the FTP root directory is insufficient, run the delete /unreserved
command in the user view to delete unnecessary files.

--—-End

11.8 FAQ About File Management

This section describes common problems that may occur during the configuration
and their solutions.

11.8.1 Does an AR Router Support Resumable FTP Download?

In versions earlier than V200R006C10, an AR router does not support resumable
FTP download.

In V200R006C10 and later versions, if the router functions as an FTP client and
downloads a file from the FTP server, the router supports resumable download. If
the router is powered off during the download process, the file may be damaged.
If you need to resume the download after the router restarts, you are advised to
use the newly downloaded file to overwrite the originally downloaded file, or
delete the originally downloaded file and re-download the file. Otherwise, the
download may fail.

L] NOTE
Resumable FTP download takes effect for only one file. If you need to resume the
download when the content of the target file changes, you are advised to use the newly

downloaded file to overwrite the originally downloaded file, or delete the originally
downloaded file and re-download the file. Otherwise, the file content may be incorrect.

11.8.2 How Many FTP Users Can Log In to a Router
Simultaneously?

Five FTP users can log in to a router simultaneously.
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11.8.3 Why Does the Available Space on a Storage Medium
Not Change After a File Is Deleted?

If you specify the /unreserved parameter when running the delete [ /
unreserved ] [ /force ] { filename | devicename } command to delete a specified
file on a storage medium, the file is deleted permanently and cannot be restored.

If you do not specify the /unreserved parameter when running the delete [ /
unreserved ] [ /force ] { filename | devicename } command to delete a specified
file on a storage medium, the file is moved to the recycle bin and is not deleted
permanently. The file still occupies storage space on the storage medium.

You can run the dir /all command to view information about all files, including
deleted files marked with square brackets ([ ]). To restore deleted files, run the
undelete { filename | devicename } command.

To remove a file from the recycle bin to release the occupied storage space, run
the reset recycle-bin [ filename | devicename ] command.
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